Procedure 3E1C(a)

Computing and Network Use Prohibitions

Improper uses of Colleges/District computing and network resources are prohibited as follows:

(1)

(2)

®3)

(4)

(5)
(6)
(7)

(8)

9)

(10)

The use of computing and network resources for cheating, plagiarism, furnishing false
information, other acts of academic dishonesty, or malicious behavior that interferes with
meeting the College/District educational mission is prohibited.

The use of computing and network resources shall not interfere with the work of employees or
students nor disrupt the normal operation of the Colleges/District.

Computing and network use that monopolizes resources; network use that creates
unnecessary network traffic; broadcast of inappropriate electronic mail and messages;
transmission of electronic chain letters or other requests for money; and distribution or
circulation of media known or suspected to contain computer viruses are prohibited.

Copying, distributing (either free or for monetary gain), or receiving copyrighted software or
electronic information without paying the specified royalty (U.S. copyright laws) are prohibited.

Unauthorized computing and network account sharing is prohibited.
Attempts to gain unauthorized access to any computing or network resource are prohibited.

Unauthorized commercial or business use of Colleges/District computing and network
resources for individual or private gain is prohibited.

Use of Colleges/District computing and network resources to intentionally transmit, receive,
display or copy obscene, pornographic, discriminatory or harassing materials not related to
coursework or research is prohibited.

Use of Colleges/District computing and network resources to access or attempt to access
student or employee information for any purpose not specifically job-related violates state and
federal laws and District policy and is prohibited.

The Electronic Communications Privacy Act (federal law) includes electronic mail and
messages in the same category as U.S. mail and telephone calls, and defines unauthorized
attempts to access another user’s information as unlawful behavior. Such behavior is
prohibited.
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Chancellor's Cabinet, September 16, 2008
District Consultation Council, May 18, 2009
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